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Zachary Garceau

Rhode Island Department of Health
3 Capitol Hill

Room 403

Providence, RI 02908

Re: Notice of Proposed Rulemaking for the Regional Health Information Organization
and Health Information Exchange, 216 RICR-10-10-6

Dear Mr. Garceau

Please accept the following comments made in response to the Department’s
Notice of Proposed Rulemaking for the state regulations governing the Regional Health
Information Organization and the Health Information Exchange.

We appreciate your attention to our views, and trust that you will give them your
careful consideration. If the suggestions we have made are not adopted, we request,
pursuant to R.I.G.L. § 42-35-2.6(1), a statement of the reasons for not accepting the
arguments we have made.

Sincerely,

7 7
Meds,. 7774, 4
Madalyn McGunagle
Policy Associate
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COMMENTS ON PROPOSED RULES AND REGULATIONS PERTAINING TO THE
REGIONAL HEALTH INFORMATION ORGANIZATION AND HEALTH
INFORMATION EXCHANGE [216-RICR-10-10-6]

October 24, 2025

The American Civil Liberties Union of Rhode Island (ACLU) urges the Department of
Health (DOH) to withdraw these proposed regulations and terminate the current rule-making
proceedings, and to instead return with a revised list of amendments that do not raise the numerous
concerns highlighted in our testimony below.

The ACLU has had a long-standing interest and involvement in the Health Information
Exchange (HIE) in light of the critical privacy, autonomy, and confidentiality issues it raises. While
we appreciate the effort to update and clarify the regulations, we are concerned about a number of
issues that these draft regulations provoke. To start, some historical background is necessary to at
least partially explain our reasons for seeking a fresh start on revising these regulations.

When the DOH first proposed regulations in 2009 to implement in our state what was then
a new centralized database of patient health care records — and which by design included mental
health and other sensitive medical information — our organization objected that the proposed
regulations provided virtually no details as to how the system would actually work, or how it would
protect the privacy, confidentiality, and informed consent interests of patients.

In light of the important privacy and confidentiality issues raised by an electronic health
records system, the legislature clearly envisioned the adoption of detailed regulations by the DOH.
Indeed, the HIE statute contains no fewer than seven provisions requiring implementing details
about the system to be fleshed out by DOH through a public rule-making process. However, those
issues were only minimally addressed, if at all, in the regulations the Department first proposed
after passage of the HIE statute. The DOH justified this approach at the time by stating that the
issues could be better handled through internal “policies” that were not subject to the public notice
and comment requirement that formal agency regulations must undergo.

Not satisfied with that explanation, our organization sued the Department under the
Administrative Procedures Act (APA), challenging the inadequacy of the rules the agency had
adopted and asking the court to require DOH to promulgate “regulations that completely fulfill its
obligation” under the HIE statute. The lawsuit ultimately led to the filing of a consent decree in
2014, in which the Department acknowledged it would cease relying on “unofficially promulgated
policies” to implement the HIE law, and that it had “prepared for promulgation, regulations agreed
to by the Plaintiff which completely fulfill [its] duties and obligations” under the HIE statute.
Those revised regulations were adopted shortly thereafter. Yet this current proposal seeks to repeal



many of those provisions that were specifically adopted to “fulfill” the Department’s duties under
the HIE statute and the APA. In short, in numerous instances, this proposal acts as if the litigation
and consent decree never existed. We find this regression extremely problematic.

Also of concern is that many of the questionable revisions appear to be done in the name
of “flexibility” and “convenience,” but that flexibility is often for the convenience of the providers,
the Department, and the RHIO (Regional Health Information Organization) rather than the patients
whose sensitive medical records are at issue.

In light of the numerous revisions being proposed by the Department, the commentary
below is not meant to be exhaustive, but we hope it is sufficient to encourage the Department to
return to the drawing board.

Our comments are offered in the order of the proposed rule:

§ 6.2 Definitions. The proposed rule deletes the current rule’s inclusion of more than a
dozen definitions found in R.I.G.L. § 5-37.7-3. While this makes for a leaner set of regulations,
we believe the inclusion of the definitions is extremely helpful to patients and other members of
the public reviewing the rules. Finding an appropriate statutory section can be time-consuming or
difficult for a layperson, and requiring readers to access a second source eliminates the
convenience of having a self-contained document. Removing the definitions might make sense if
they were likely to regularly revisited and amended by the General Assembly, but there is no reason
to believe that to be the case. We therefore urge reinstatement of those definitions.

§ 6.2(A)(28). The current definition of “Public Health Authorities” in the regulations
includes federal, other state, and tribal public health authorities. However, the breadth of that
definition is inconsistent with statutory provisions limiting access to confidential health care
information for public health purposes to “state agencies.” See R.I.G.L. § 5-37.7-4 (e) and § 5-
37.7-7(b)(2). Moreover, due to the recent understandable loss of public confidence in the federal
government’s willingness to safeguard legally protected confidential information — and
particularly confidential health care information' — the regulation’s inclusion of federal agencies
is especially distressing. It is no exaggeration to say that sensitive medical records are at great risk
of being misused by those agencies. We believe it is imperative to revise this provision to authorize
access to HIE records for public health purposes to state agencies only.

§ 6.3.1(A)(2). Limiting the requirement to inform a patient of the opportunity to opt out to
only those “provider participants” with “an active direct treatment relationship” as defined by 45
C.F.R. § 164.501, as this provision does, is inconsistent with R.I.G.L. § 5-37.7-7(c). That section
of the statute requires all provider participants (defined by R.I.G.L. § 5-37.7-3(18) to also include
pharmacies, labs, or health plans) to notify their patients of their opt-out ability. Similarly, data-
submitting partners who meet the statutory definition of provider participant are also subject to the
same requirement to inform patients of the opportunity to opt out, even if they have an “indirect
treatment relationship” with the patient. While “indirect” providers may find this obligation

! See, e.g., “Trump Officials Demanded Confidential Data About Transgender Children Seeking Care,” by Chris
Cameron, New York Times, August 20, 2025.



burdensome or unwarranted, it serves a meaningful purpose and is required by statute, and
therefore cannot be eliminated by regulation.

§ 6.3.1(A)(5). This provision changes the specification that an opt-out form must be
“completed” to “validly submitted.” But it does not mention procedures to inform a patient that
their form was invalidly submitted, nor what to do if that happens. As a result, a patient could
believe they have opted out of data sharing, when in reality their data remains in the HIE after an
unacknowledged submission error. The DOH cost-benefit analysis justifies this change by stating
“the RHIO would have no practicable way of knowing if someone has signed a paper form
somewhere, and therefore submission of the form is a more reasonable requirement.” While that
is a legitimate concern as far as it goes, it fails to address situations when a form /as been received
but is deemed “invalid” for some reason. This should be addressed.

§ 6.3.1(A)7)(d). Following our lawsuit concerning the 2009 regulations, DOH
promulgated various rules designed to address the significant privacy issues raised by the creation
of the HIE system. Under R.I.G.L. § 5-37.7-4(g), both the HIE and the RHIO are required to
“maintain, and abide by the terms of, HIPAA-compliant business associate agreements.” However,
proposed regulation § 6.3.1(A)(7)(d) removes the 2014 regulatory requirement that the RHIO
contractually require provider participants to comply with HIPAA, including establishing and
implementing HIPA A-compliant policies and procedures. The DOH cost-benefit analysis does not
address why this provision was removed, and we believe it should be restored.

§ 6.3.1 A(6) and A(7). A number of changes being made in these two subsections erode
vital complaint procedures. Almost all of the provisions being repealed were adopted in response
to the ACLU litigation and designed to comply with the regulatory obligations imposed by the HIE
statute. Eliminating a patient’s ability to complain to the Department about the RHIO or HIE and
giving the Department the discretion whether to review complaints received by the RHIO is an
inadequate oversight process for a system that is responsible for safeguarding the confidential
healthcare information of the overwhelming majority of Rhode Islanders. These deleted sections
should remain. To provide some specifics:

o § 63.1(A)(6) - Removes the 2014 rule that designates the DOH “Health
Information Line” as a resource for individuals who have remaining concerns or
complaints after contacting the RHIO. The DOH cost-benefit analysis of these
proposed regulations does not address why this resource was deleted from the
regulation.

o §6.3.1(A)(7)(former e) - Deletes the 2014 provision that complaints may be filed
with the provider participant directly, with the RHIO, or with the DOH. The DOH
cost-benefit analysis of these proposed regulations does not address why this
process was deleted from the regulation.

o §6.3.1(A)(7)(former f) - Removes the 2014 requirement that if a patient is filing a
complaint directly with the RHIO, they fill out a patient complaint form. The DOH
cost-benefit analysis of these proposed regulations does not address why this
process was deleted from the regulation.

o §6.3.1(A)(7)(former g) - Deletes the 2014 requirement that if a complaint concerns
breach of security, it may invoke the response to breach procedures by the RHIO.



The DOH cost-benefit analysis of these proposed regulations does not address why
this process was deleted from the regulation.

o §6.3.1(A)(7)(former j) - Removes the 2014 protocol for complaints filed directly
with DOH. The DOH cost-benefit analysis of these proposed regulations does not
address why this process was deleted from the regulation.

o § 6.3.1(A)(7)(former k) - Deletes the 2014 requirement that any complaint filed
with the provider participant, RHIO, or DOH be resolved within 30 days of
submission. The RIDOH cost-benefit analysis notes that this provision was deleted
and language was added to § 6.3.1(A)(7)(e) to reflect that a patient who files a
complaint “shall be informed of the current status and disposition of the complaint.”
The cost-benefit analysis further notes that the original requirement that a complaint
be resolved within 30 days of submission “was not feasible in many cases” and that
one of the considered alternatives was to retain the 30-day requirement, but that “it
would be difficult for the RHIO to resolve complaints within 30 days.” We would
argue that it is vital that any complaint filed about the HIE should continue to be
resolved during this timeframe, as these complaints are related to the possession
and distribution of confidential health information, and a timely response or
correction is not only warranted, but essential.

All of these provisions were adopted in 2014 to comport with the Department’s rulemaking
obligations set out in the HIE statute as acknowledged by the consent decree. Their deletion, and
deletion without good cause, is alarming and should be reversed.

§ 6.3.2(A)(4). The DOH proposes to delete this provision, which requires the RHIO to
develop and maintain a process for patients to obtain copies of their healthcare information held
by the HIE. But specifying a process helps to effectuate the statutory right of a patient to obtain a
copy of their healthcare information from the HIE, R.I.G.L. § 5-37.7-10(1), and the rule allows
some discretion by leaving the exact process in the RHIO’s hands. Yet the DOH cost-analysis
refers to the rule’s “administrative burden” and the need for flexibility. This is yet another example
of the DOH removing a regulatory standard that helps implement the HIE statute’s obligations,
and doing so in a way that transfers a burden to the patient instead. We urge reinstatement of this
provision.

§ 6.3.2(C). This proposed revision of § 6.3.2(C) undoes the 2014 requirement that the
RHIO’s notice of privacy practices be posted on its website, written in plain language, and contain
certain applicable information. Instead, the patient would be given the burden of requesting the
notices if they so choose. The DOH cost-benefit analysis reasons that this amendment would
“ensure that patients have access to copies of the agreements under which their data was submitted
to the HIE, and the proposed amendments remove the burden on the RHIO to maintain online
database of those documents.” But eliminating these requirements moves that burden to the patient.
It reduces the accessibility of this information that is critical to ensuring patients understand how
their health data is being used and their rights as patients.

The cost-benefit analysis also notes that DOH considered retaining these requirements but
concluded that the plain language requirement was unnecessary because “the RHIO’s notice of
privacy practices is not actually relevant to the patient because the notice they were actually



provided about their HIE participation was from their provider, and that notice is what governs
their data usage.” However, because of the RHIO’s critical and relevant role in this entire process,
we believe that the requirement that the RHIO’s notice of privacy practices be posted online in
plain language is a reasonable one and should be reinstated.

§ 6.3.2 (former D) The proposed regulation, without any explanation, removes important
language adopted in 2014 holding the RHIO responsible for failing to comply with any provisions
of federal law or the HIE statute or regulations, and authorizing various remedies to address such
violations, including suspending actions of the RHIO pending compliance. The cost-benefit
analysis does not address why this process was removed, but it clearly does not warrant excision.
Its absence suggests there will be little deterrence against RHIO for violations of patients’ rights.

§ 6.3.3(B). These proposed regulations attempt to erode patients’ rights by removing
important processes that are not addressed in the governing statute. Under R.I.G.L. §5-37.7-10(4),
“a patient who has his or her confidential healthcare information included in the HIE shall have
the following rights... (5) To request to amend his or her own information through the provider
participant...” Proposed regulation § 6.3.3(B) targets for elimination a multitude of patient
protections that were first included in the 2009 regulations. Specifically, the draft regulations delete
the process governing a patient requesting an amendment to their protected health information, a
60-day response requirement to tell the patient why the request to amend has been denied, a 30-
day requirement that the patient be notified in writing that their request to amend has been
processed, and a 30-day notice requirement to tell a patient if their requested change to their
information was a result of an internal error and that the correction has been made. Also removed
from this draft is the requirement that the RHIO have data-sharing agreements in place with
provider participants who submit data to the HIE.

While the DOH cost-benefit analysis notes that amendment requests from patients have
been rare in the ten years the HIE has been operating, it does not mean that having these procedures
in place is any less important. In considering alternative options, DOH considered retaining certain
provisions but ultimately decided that removing the entire section “would alleviate this burden”
on RHIO to “maintain full policies and procedures.” As with many other changes we have cited,
the DOH explanation inappropriately gives undue deference to system participants and shifts
burdens onto the patient instead. The DOH should maintain and keep in place this process of
requesting record amendments through their provider to safeguard and promote the statutory right
to amend records found in the statute.

§ 6.3.3 (current D). This section describes the information that should be included in an
annual report from the RHIO to the HIE Advisory Commission. We believe it should also include
a summary of any complaints received by the RHIO, see § 6.3.1(A)(7)(e), as well as the resolution
of those complaints.

§ 6.4(A). By statute, the HIE Advisory Commission is to provide “community input” as
well as policy recommendations for the RHIO and HIE operations. R.I.G.L. § 5-37.7-3(14).
Community representation is essential to providing community input. The statute also requires the
Commission to provide recommendations on use of, and appropriate confidentiality protections
for, healthcare information. R.I.G.L. § 5-37.7-5(c). Rhode Island residents with information held



by the HIE have a significant stake in ensuring the confidentiality of their information and should
be included members of the HIE Advisory Commission. We therefore believe the proposed
Commission membership as laid out in the regulation needs to include community members
without conflicts.

§ 6.4(G). The proposal makes significant and troubling changes to this section of the
regulations. First, the draft regulation removes language requiring the HIE Advisory Commission
to “actively obtain and consider public input on all recommendations prior to submitting them to
the Director.” In deciding to eliminate this provision, the DOH cost-analysis claims that “it was
determined . . . that the existing requirements were not specific in regard to how this input would
be obtained.” But public bodies of all sizes, missions and responsibilities routinely and ably seek
and welcome public input. There is no compelling reason for an advisory commission like this,
examining important issues affecting the privacy rights of hundreds of thousands of Rhode
Islanders, to eliminate public comment before making recommendations to the DOH director. The
regulations can easily lay out the ways that public input would be accepted, and that is the path
that the regulations should take, if this deficiency is a concern, rather than eliminating the
requirement for public input altogether.

Additionally, this revised section removes language that currently states that meetings of
the HIE Advisory Commission are subject to the state’s Open Meetings Act (OMA). There is no
reason to eliminate this command from the rules. In recent years, some advisory committees have
attempted to argue that they are exempt from the OMA, notwithstanding the clear definitional
inclusion of public bodies with advisory power in the statute. The HIE Advisory Commission
should not be provided any opportunity to make a similar claim. Although the cost-benefit analysis
asserts that the Commission “already falls under” the OMA, the absence of explicit language to
that effect may create confusion and reduce public engagement. Retaining this language will avert
any such uncertainty.

Finally, the proposal adds a new provision to address recommendations from the HIE
Advisory Commission when a “novel” purpose for using confidential information is requested. Of
course, a “novel” purpose cannot be one that is not authorized by what the HIE statute itself allows.
The regulations should make that explicit.

§ 6.5.1(A)(A). This provision removes the list of methods by which a patient may obtain a
copy of their confidential healthcare information. Under the 2014 regulations, patients could do so
by “submitting a valid and authenticated request,” calling an informational line, completing a form
in person at the RHIO offices, or sending a written request by mail. In order to address transparency
and equitable access, these options were also required to be publicly listed on the RHIO website.
The proposed deletion of these requirements significantly reduces clarity and accessibility,
particularly for patients who face language or mobility barriers or are unfamiliar with online
systems and unsure of where to find these resources. Without this publicly available list of options,
patients will find it much more difficult to exercise their statutory right to access their health
information. The 2014 regulations on this matter were a perfect example of the DOH exercising
the regulatory authority required by the statute to give meaning to some of the statute’s provisions.
This proposal is a perfect example of the DOH backtracking on that regulatory obligation.



DOH’s cost-benefit analysis explains that this deletion is intended to allow “the HIE to
develop their own process if they choose to do so,” further explaining that removing the
requirement for a specific policy would allow for flexibility in following industry standard
practices, but in doing so it leaves the patient unprotected and subject to potentially onerous
procedures to exercise this basic right. This virtually unbridled discretion is unwarranted. The
statute provides patients with a right to obtain a copy of their healthcare information held by the
HIE. R.I.G.L. § 5-37.7-10(1). To effectuate this statutory right, a process for obtaining the copy
needs to be made public and codified in regulation. The deleted language regarding a process needs
to be restored because without it, it returns to the type of “unofficial policy” that the consent decree
disavowed.

§ 6.5.1(A)(6). A patient’s statutory right to opt-out of having their healthcare information
disclosed by the HIE becomes meaningless if, as this provision proposes, there is no restriction on
the timeframe for effectuating the opt-out decision, and the patient is only told “when the opt-out
becomes effective.” The regulations already give provider participants up to six months to inform
patients that their information has been forwarded to the HIE and that they have the right to opt
out of disclosure. See § 6.3.1(A)(3). This section should be revised so that, at a minimum, the opt-
out form is effective for all information about a patient within days upon receipt of the form, not
at some completely unspecified time.

§ 6.5.3(B) and (C). The proposed addition of the phrase “or this Part” should be deleted,
as the rule cannot expand the statutory purposes allowed for the use of healthcare information
within the HIE.

§ 6.5.4. The proposed regulation includes this entirely new section that addresses requests
for confidential healthcare information — including non-deidentified data — for “analytic or
research purposes.” This section inappropriately opens the door for use of confidential healthcare
information held by the HIE that is simply beyond the scope of uses permitted by statute. DOH
cannot unilaterally authorize the use of confidential information held by the HIE for such purposes.
Nor can data-submitting partners authorize by “legal agreements” broader uses of this information.
Further, patients who have not opted out of HIE participation have no notice that their data may
be used for such purposes. DOH’s cost-benefit analysis acknowledges that this section formalizes
a practice already occurring, but does not explain why it has been allowed under the parameters of
the HIE statute and without informed notice to affected patients.

88 6.6.2-6.6.7. Past iterations of these regulations contained six detailed subsections under
“Security Requirements” (§§ 6.6.2- 6.6.7), mandating robust data safety and management
standards. These have been removed from the current draft without explanation, leaving only the
statutorily protected minimum-security requirements. We believe it is especially pertinent to retain
as many safeguards for this information as possible, especially in light of the various and
significant data breaches the state has suffered in the last few years.

Similarly, under R.I.G.L. § 5-37.7-8(1), “The HIE must be subject to at least the following
security procedures: (1) Authenticate the recipient of any confidential healthcare information
disclosed by the HIE pursuant to this chapter pursuant to rules and regulations promulgated by the
department...” The current and proposed regulations do not include an authentication process for



any recipient of confidential healthcare information, but rather only consider user authentication
when accessing their own data. This should be addressed.

Finally, we wish to note a few technical errors:

e §6.3.2(A)(3 and 4) - Sections cite to 6.3.1(A)(8) and 6.5.1(A)(42), respectively. Neither
citation exists.

e §6.5.3 - Mistakenly listed as “6.5.34 and references 6.3.3(A)(5) which does not exist.

In sum, we believe these proposed rules fall short by failing to comply with the statutory
mandates contained in the HIE statute for rulemaking, and by failing to adequately provide for the
confidentiality, security, due process and informed consent protections to patients that the
regulatory process is designed to protect. We urge that these issues be addressed by restarting the
rulemaking process with a new set of proposed regulations that do not flout the 2014 consent
decree or the goals of both the Administrative Procedures Act and the HIE statute in promoting a
robust regulatory process.

We appreciate your attention to our views, and trust that you will give them your careful
consideration. If the suggestions we have made are not adopted, we request, pursuant to R.IL.G.L. §
42-35-2.6(1), a statement of the reasons for not accepting the arguments we have made.

Submitted by: Madalyn McGunagle, Policy Associate, and
Anne Mulready, Board Member, on behalf of the
American Civil Liberties Union of Rhode Island



